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Abstract

In an untraceable electronic cash protocol based on blind signatures, an identified
customer can withdraw a blinded electronic cash from the bank and the unblinding
operation is adopted by the customer to transform the blinded electronic cash into a
valid one. Before performing the operation, the blinded electronic cash is protected well
since attackers cannot convert it into a valid electronic cash without the blinding factor
corresponding to the operation. However, after unblinding, the electronic cash will suf-
fer from the theft attacks since it is not protected by any security mechanism. This paper
introduces a new unblinding operation called ownership-attached unblinding which
attaches the identities of a designated payee and a specified transaction to the blinded
electronic cash and then produces an ownership-attached electronic cash other than a
bare one such that the cash can withstand the theft attacks during the entire transaction
because it is valid for the designated payee and the specified transaction only. Further-
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more, the proposed scheme does not largely increase the computation cost required for
each customer so that it also is a customer efficient protection solution for untraceable
electronic cash and especially suitable for mobile clients and smart-card users.

© 2004 Elsevier Inc. All rights reserved.
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1. Introduction

Due to the fast progress of computer technologies, the efficiency of data pro-
cessing and the speed of information generation has been greatly improved.
Moreover, the techniques of networks largely shorten the communicating time
among distributed entities. Many advanced network services have been pro-
posed in the literature to take the advantages of the techniques. Among these
services, untraceable electronic cash (e-cash) is a popular one since it realizes
the digitalization of traditional cash. Untraceable electronic cash makes it pos-
sible for customers to pay the e-cash to the merchants through communication
networks under privacy protection [1-3,5,6,8,9,12,16,18]. As the unforgeability
and untraceability of the e-cash can be guaranteed and the scenarios of the e-
cash transactions are similar to those of the traditional-cash transactions, this
kind of advanced digital money will be widely used.

Owing to the unforgeability and unlinkability of blind signatures, they are
usually adopted to construct untraceable electronic cash protocols
[4,5,8,12,19,20]. Basically, an untraceable electronic cash protocol contains ini-
tialization, withdrawing, unblinding, and paying stages. At the initialization
stage, the bank publishes necessary information such as its public keys. To
withdraw an e-cash from the bank, the customer requests a blinded e-cash from
the bank at the withdrawing stage. At the unblinding stage, the customer trans-
forms the blinded e-cash into a valid one through a blinding factor, where the
transformation is usually referred to as the umblinding operation. Attackers
cannot derive the valid e-cash from the blinded one without the blinding factor.
Finally, the customer pays the e-cash to some payee for some transaction at the
paying stage. The key point is that the bank cannot link the paying stage to the
withdrawing stage, i.e., the bank cannot link an e-cash to the blinded form of
the e-cash without the blinding factor, which is kept secret by the customer.
This is the untraceability (or unlinkability) property [1-3,5,6,8,9,12,16,18].

We make a deep research on the unblinding operation in an untraceable
electronic cash protocol based on blind signatures. We design a new type of
unblinding operations called ownership-attached unblinding operations [10].
By attaching the ownership to an e-cash at the unblinding stage, the owner-
ship-attached unblinding produces an electronic cash attached by the identities
of a designated payee and a specified transaction. If it is duplicated by the
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attackers or hackers, the duplicate will be invalid for any other payee and
transaction. It turns out that the new type of unblinding transforms a blinded
e-cash into a valid e-cash much more secure than a bare one produced by the
typical unblinding operation, and the new protection mechanism can com-
pletely and efficiently protect the e-cash against the theft attacks during the en-
tire payment process.

This paper focuses on the ownership-attached unblinding of blind signatures
for untraceable electronic cash. To simplify the presentation, we adopt a basic
electronic cash protocol to explain our idea where the protocol requires dou-
ble-spending checking for each e-cash when paying and it possesses two basic
properties, unforgeability and untraceability, of the e-cash. There are some
other properties of electronic cash which have been discussed in the literature
such as off-line double-spending checking for e-cash [6], divisible e-cash [16], e-
cash tracing for the misuse of untraceability [14], and so on. Certainly, they
also are interesting research topics to consider ownership-attached unblinding
in these protocols. However, they are beyond the scope of the paper.

The rest of this paper is organized as follows. In Section 2, we review a blind
signature scheme used in this paper. A basic untraceable electronic cash proto-
col based on blind signatures is shown in Section 3. In Section 4, we introduce
two protection mechanisms for untraceable electronic cash. The proposed
method is described in Section 5. The security and performance of the pro-
posed scheme is examined in Section 6 and Section 7, respectively. Finally, a
conclusion remark is given in Section 8.

2. Fan-Lei blind signature scheme

In order to guarantee the customer efficiency property for the environments
where the computation capabilities of the customers are limited such as mobile
clients and smart-card users, Fan-Lei user efficient blind signature scheme [8] is
adopted to realize the proposed idea. Fan-Lei scheme is based on quadratic
residues [21]. Under a modulus #, x is a quadratic residue (QR) in Z; if and
only if there exists an integer y in Z; such that y* = x (mod n) where Zis
the set of all positive integers less than and relatively prime to n. Given x
and n, it is intractable to compute y in Z if n contains large prime factors
and the factorization of » is unknown [21].

2.1. The scheme

There are two kinds of participants, a signer and a group of users, in the blind
signature scheme. A user requests signatures from the signer, and the signer
computes and issues blind signatures to the users. The protocol has four phases:
(0 initializing, (1) blinding, (2) signing, and (3) unblinding. The signer pub-
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lishes the necessary information in the initializing phase. To obtain the signer’s
signature on a message, the user performs a blinding process with a blinding fac-
tor to transform the message into a blinded message, and then submits the
blinded message to the signer in the blinding phase. The blinding process makes
it information theoretically impossible for the signer to derive the message from
the blinded message without the correct blinding factor. In the signing phase, the
signer computes the signature on the blinded message, and then sends the signing
result back to the user. Finally, the user performs the unblinding operation with
the blinding factor to convert the signing result into the exact signature on the
message in the unblinding phase. The details are described as follows.

Initially, the signer randomly selects two distinct large primes p and ¢ such
that p = ¢ = —1 (mod 4). The signer computes n = pg and then publishes z. In
addition, let H be a public one-way hash function.

(1) Blinding: To request the signer’s signature on message m, the user ran-
domly chooses two integers u and v such that o = (H(m)(u”> + v*) mod
n) is in Z; and then submits the integer o to the signer.
After receiving o, the signer randomly selects x such that (x(x* + 1) mod
n) is a QR in Z7, and then sends the integer x to the user.
The user chooses an integer b at random in Z;, and then computes
8 = (b*> mod n) and B = (8(ux + v) mod n). The user transmits the integer
p to the signer.

(2) Signing: After receiving f§, the signer computes 1= (' mod n) and
derives an integer ¢ in Z, such that

t* = a(x> +1)2* (modn)

through the algorithm of [21]. Hence ¢ is one of the 4th roots of
(a(x* + 1)2* mod n) in Z:. The signer sends ¢ and 4 to the user.

(3)  Unblinding: After receiving ¢ and 4, the user computes
{c = 6A(u — vx) modn and
s = bt modn.

The integer s is the signer’s signature on (c¢,m) where ¢ is called the ran-
domization parameter. To verify (c,m,s), one can examine if

st=H(m)(c* +1) (modn). (1)
2.2. The underlying signature foundation
The security of Rabin’s signature scheme [21] had been proven to be compu-

tationally equivalent to the factoring problem. Hence, if factoring » is compu-
tationally intractable where n is the product of two large random distinct
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primes with roughly the same size, then Rabin’s scheme is provably secure
against a passive adversary. However, Rabin’s scheme succumbs to the cho-
sen-message attacks [7,15].

Fan-Lei blind signature scheme is based on Rabin’s signatures with injecting
randomizing factors x’s into the messages before the signer performs the sign-
ing operations on them. The scheme is robust against a passive adversary due
to using the Rabin’s method, and the randomizing mechanism enhances the
randomization of Rabin’s signatures such that it is computationally infeasible
for an adversary to predict the contents of the messages the signer exactly signs
in the chosen-message attacks such as [7,13].

In the blind signature scheme, the signer perturbs the message received from
the user before signing it by using the randomly chosen integer x. This is said to
be the randomization property [12]. A randomized blind signature scheme can
withstand the chosen-message attacks [24]. Fan-Lei scheme and the schemes of
[4,8,12,19,20] possess the randomization property, while Chaum’s blind signa-
ture scheme of [5] does not satisfy this property. In 1999, Coron, Naccache,
and Stern also presented a signature forgery strategy of the RSA digital signa-
ture scheme [7], and the attack is valid on some special cases of Chaum’s blind
signature scheme [5]. However, if these two schemes can be randomized, then
the attack will be invalid on them.

2.3. The unlinkability property

In Fan-Lei blind signature scheme [8], the signer can keep a set of records
{(o;, B;, x5, t;)| for each instance j of the protocol}, where
o; = H(my)(u; +v7) (modn) and
{ﬁj = bjz.(ujxj +v;) (modn).
The 4-tuple (o, B, X, £;) is usually referred to as the view of the signer to the

instance j of the protocol. By [11], given a triple (¢,m,s) produced by Fan-Lei
blind signature scheme, the signer can compute b’/, u;, and v, for each
(o, Bj, X, t;) in polynomial time from the three congruences
Il
b, = st;' (modn),
! /o /\—2
uix; +v; = B;(b;) " (modn), and
(u; —Vix;) = c(ux; + v}) (modn)
such that

o = H(m)((u)* + (v))*) (modn).

Thus, given (c,m,s), the signer can derive (b}7 uj, v;) for each stored record
(o, Bj, x5 t;) and the checking formula
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oy = H(m)((u))* + (v))*) (modn)
is always satisfied. Hence, it is information theoretically impossible for the
signer to derive the link between (c¢,m,s) and its corresponding view. This is
the unlinkability (or blindness) property.
The author of [23] claimed that Fan-Lei blind signature scheme is not really
blind. Nevertheless, in [11], Fan and Lei had shown that his claim is not true
and Fan-Lei scheme satisfies the blindness property.

3. An untraceable electronic cash protocol based on Fan-Lei blind signatures

An untraceable electronic cash has to be unforgeable and untraceable (or
unlinkable) [1-3,5,6,8,9,12,16,18]. To achieve these two purposes, an electronic
cash protocol is usually based on the techniques of blind signatures [5,8,9]. We
introduce a basic untraceable electronic cash protocol based on Fan-Lei blind
signature scheme [8].

3.1. The protocol

Initially, the bank randomly selects two distinct large primes p and ¢ with
p=q=—1 (mod 8). The bank derives p’ and ¢’ such that p’p =1 (mod ¢)
and ¢'¢ =1 (mod p), and then keeps (p,q,p’,q’) secret. It computes n = pg
and publishes n. Let H be a public one-way hash function and each e-cash is-
sued by the bank be worth w dollars.

3.1.1. Withdrawing
If a customer decides to withdraw an e-cash from her/his account in the
bank, she/he performs the following protocol with the bank.

(1) Blinding: The customer randomly chooses three integers m, u, and v such
that the integer o = (H(m)(u* + v*) mod n) is in Z. She/He submits the inte-
ger o to the bank.

(2) Randomizing: After verifying the identity of the customer through a secure
identification protocol [15,17], the bank randomly selects x such that
(a(x*+ 1) mod n) is a QR in Z'. The bank sends the integer x to the
customer.

(3) Responsing: After receiving x, the customer randomly selects an integer b in
Z:, and then computes 6 = (b*> mod n) and f = (5(ux + v) mod n). She/He
transmits f§ to the bank.

(4) Signing: After receiving f3, the bank computes A = (87" mod n) and derives
an integer ¢ in Z, such that
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* = a(x® +1)2* (modn). (2)

The bank sends the tuple (z,1) to the customer and deducts w dollars from the
customer’s account.

3.1.2. Unblinding
After receiving (z, 1), the customer can verify if #* = «(x* + 1)4? (mod n) and
then computes

{c = 0A(u — vx) modn and
s = bt modn.

3)

The triple (c,m,s) is an e-cash in the protocol and it is said to be a bare e-
cash because the e-cash is not protected by any security mechanism for with-
standing the theft attacks. The bare e-cash (c,m,s) is valid for any payee and
transaction once it is thieved by the attackers.

3.1.3. Paying
If the customer decides to pay the e-cash (¢, m, s) to the merchant with iden-
tity e and for the transaction with identity r, they perform the protocol below.

(1) Transferring: The customer sends {(c,m,s),r} to merchant e.

(2) Verifying: After receiving {(c,m,s),r}, the merchant examines the cor-
rectness of the e-cash (c,m,s) by verifying whether s*= H(m)(c* + 1)
(mod n) is true or not. If it is false, this protocol terminates and the pay-
ment fails.

(3) Forwarding: The merchant forwards the verified e-cash (c,m, s) and e to the
bank.

(4) Double-spending checking: After receiving {(c,m,s),e} and examining the
correctness of the e-cash by verifying if s* = H(m)(¢* + 1) (mod n), the
bank searches its database which stores all spent e-cash to check whether
the e-cash is fresh (i.e., not double-spent) or not. If the e-cash is not fresh,
the bank informs the merchant not to accept this payment and this proto-
col terminates. On the contrary, if the e-cash is fresh, the bank informs the
merchant to accept this payment and records (c,m,s) into its database for
future double-spending checking, and then adds w dollars to the account of
merchant e.

3.2. Discussions
There are two key features of the above electronic cash protocol.

(1) Unforgeability: The unforgeability of the e-cash relies on the security of
Fan-Lei blind signatures.
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Unblind Send Receive Send Receive
(¢, m, f) (c, m, s) I (c,m,s), r { Verify (¢, m, s) | (¢, m, s), e | Check (¢, m, s)

In the customer’s In the merchant’s In the bank’s
computer On the Internet computer On the Internet computer

e : the identity of the merchant

r : the identity of the transaction

---------- : the e-cash may be thieved by the attackers

: the e-cash is protected against the theft attacks

Fig. 1. The theft attacks on a bare e-cash.

(2) Untraceability: Since the blinding factors b, u, and v are randomly chosen
and kept secret by the customer, by [8,11], it is information theoretically
impossible for the bank to derive the link between the e-cash (c,m,s) and
the instance of the withdrawing protocol which produced the blinded ver-
sion ¢ of the signature s. This is the untraceability (or unlinkability) property.

Before unblinding, the e-cash is secure against the theft attacks since the
attackers cannot derive s from ¢ without the blinding factor ». Note that the e-
cash (¢,m, s) may be thieved after unblinding because it has not been protected.
However, once the e-cash is received and stored by the bank, the theft attacks are
invalid due to the double-spending checking. It is illustrated in Fig. 1.

4. Two protection schemes for untraceable electronic cash

In this section, two protection mechanisms for untraceable electronic cash
are introduced.

4.1. An encryption-based protection scheme

In order to protect the e-cash during the transaction, a straight-forward solu-
tion is to encrypt the e-cash such that only the legitimate payee can decrypt the
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encrypted e-cash. To reduce the overhead of key distribution, we adopt a public-
key cryptosystem to implement the encryption and decryption functions.
Consider the protocol in Section 3. Let Enerchane D€ the public-key encryp-
tion function of the merchant and Ey,, be the public-key encryption func-
tion of the bank. At the transferring stage of the protocol in Section 3.1.3,
the customer computes Eperchant(7,$) and sends { Enerchant(?, ), ¢, 1} to the mer-
chant. The merchant decrypts E erchant(?» ) to obtain (r, s) and verifies (¢, m, s) at
the verifying stage. The merchant then computes Eyni(e,s) and sends {Epan-
k(e,s),c,m} to the bank at the forwarding stage. Finally, the bank decrypts
Epank(e,s) and verifies whether the e-cash is correct and fresh or not. If
true, the bank deposits the e-cash into the account of the merchant with
identity e.

Such a protection mechanism can protect the e-cash against the theft attacks
after it is encrypted and before it is decrypted. However, the e-cash may still be
thieved by the attackers before it is encrypted in the customer’s and merchant’s
computers, respectively. It is shown in Fig. 2.

Furthermore, the encryption-based scheme has another weakness as com-
pared with the signature-based scheme in Section 4.2 and the proposed scheme
in Section 5. It is described below. In the encryption-based scheme, after receiv-
ing {Emnerchant(?,98),¢,m}, merchant e obtains the e-cash (¢,m,s) and then the
merchant or some agent of the merchant sends {Ep.,i(€’,s),c,m} to the bank
to deposit the e-cash into the account with identity ¢’ where e # ¢’. Later,

Encrypt

Receive

Encrypt Receive

Unblind Send

Decrypt

Send Decrypt

(c,m, 1) | (c, m,

8) |Emerchant (1, S), ¢, m

Verify (¢, m, s)

Epank(€,8), ¢, m

Check (¢, m, s)

: the e-cash may be thieved by the attackers

: the e-cash is protected against the theft attacks

N J\ VAN J \ J \ J
Y Y Yo Y Y
In the customer’'s In the merchant’s In the bank’s
computer On the Internet computer On the Internet computer

Fig. 2. The theft attacks on an encrypted e-cash.
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the merchant sends {Ep.nk(e,s),c,m} to the bank to deposit the e-cash again.
Certainly, the merchant will receive a failure notification from the bank since
the e-cash (c,m,s) is double-spent. Thus, the merchant can illegally claim that
the payment is unsuccessful by presenting the failure notification to the cus-
tomer. However, the merchant had indeed deposited the e-cash the customer
paid into the bank.

4.2. A signature-based protection scheme

Another solution is to sign the e-cash along with the identities of the mer-
chant and the transaction by using the digital signature scheme embedded in
the e-cash. Let m contain the verification function Vg, of the digital signature
scheme selected by the customer where the signing function S.,q, correspond-
ing to Ve is kept secret by the customer. For the unlinkability property, the
customer must select different {Sc,sn, Veasnt for different e-cash. At the transfer-
ring stage of the protocol in Section 3.1.3, the customer computes
Scash(H(r),e,5) and then sends {Sc.sW(H(r),e,s),c,m,r,s} to merchant e. The
merchant examines if Sc,sn(H(r),e,s) is a valid signature via Vg, extracted
from m, and then verifies if the e-cash (c,m,s) is correct at the verifying stage.
The merchant forwards {Sc.sh(H(r),e,s),c,e,m, H(r),s} to the bank at the for-
warding stage. Finally, the bank checks if the signature Sc.s,(H(r),e,s) is valid

qfad

Unblind Send Receive Send

emt | @ms Scasn(H(D, €, 8), | 1. Verify Sgaen(-) | Scash(-)s 1. Verify Sgzen(-.)
T T c,mrs 2. Verify (¢, m, s) | ¢, e, m, H(n), s 2. Check (¢, m, s)
N AN J \. J \ J J
' Y Y Y Y
In the customer’s In the merchant’s In the bank’s
computer On the Internet computer On the Internet computer

m o the verification function V,,g, corresponding to S,

---------- : the e-cash may be thieved by the attackers

: the e-cash is protected against the theft attacks

Fig. 3. The theft attacks on a signed e-cash.
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by V.asn and verifies whether the e-cash is correct and fresh or not. If true, the
bank deposits the e-cash into the account of the merchant with identity e.

The protection mechanism can withstand the theft attacks since {Scasn(H
(r),e,s),c,m,r,st (or {Scasn(H(r),e,s),c,e,m, H(r),s}) is valid for merchant e
and transaction r only. It is shown in Fig. 3.

If the customer produces {Sc.sn(H(r),e,s),c,e,m,r,s} and {Sc.sn(H(1'),
e,s),c,e’,m,r' s} with (e,r) # (¢’,r’), then only the first used one is valid and
the later used one is regarded as a doubly spent e-cash by the bank due to
the same (c,m).

If we adopt a practical digital signature scheme, such as the RSA cryptosys-
tem [22], to implement {Sc.sh, Veash ), then the customer must perform the com-
putations of large prime generations, inverse, and modular exponentiation
computations for protecting each of her/his e-cash. These computations are
time-consuming as compared with modular multiplications, hashing computa-
tions, or random-number generations [25], so the signature-based protection
scheme is not customer efficient.

5. Ownership-attached unblinding for untraceable electronic cash

Based on Fan-Lei blind signature scheme [8], we propose an electronic cash
protocol with ownership-attached unblinding. The key points of our idea are:

(1) delaying the unblinding operation until the identities of the merchant and
the transaction are ascertained;

(2) attaching the identities of the merchant and the transaction to the blinded
e-cash after they are ascertained; and

(3) performing the unblinding operation after the attachment is finished.

The idea also is illustrated in Fig. 4. Our method can efficiently produce a
robust electronic cash against the theft attacks during the entire transaction
owing to the ownership-attached unblinding.

The proposed protocol is described below.

5.1. The proposed protocol

Initially, the bank randomly selects two distinct large primes p and ¢ such
that p = ¢ = —1 (mod 32), and then publishes n where n = pg. The bank com-
putes p’ and ¢’ such that p’/p =1 (mod ¢) and ¢'¢ =1 (mod p) and keeps
(r,q,p’,q’) secret. Let each e-cash issued by the bank be worth w dollars,
and let F and H be two public one-way hash functions. In addition, the bank
issues a secure tamper-resistant hardware device (or module) to each autho-
rized merchant. The device contains {n,p,q,p’,q',F} and the identity of the
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Ownership-Attached Unblinding

E-cash

Attach the identities of
the merchant and the transaction

*k

*

Perform the unblinding operation

3k

# : the protection of the blinding factor

#% : the protection of the ownership

Fig. 4. The idea of ownership-attached unblinding.

merchant where it is impossible to thieve or modify the information and pro-
grams embedded in the device. For an input (k,r,t’), the device produces an
output (¢”,y) satisfying

() = (FlelkIF()(0)*) (modn) )

where e being the merchant’s identity embedded in the device, || being the string
concatenation operator, and y being randomly chosen by the device such that
Fellk| Frlly)) is a QR in Z,

5.1.1. Withdrawing
If a customer is about to withdraw an e-cash from her/his account in the
bank, she/he performs the following protocol with the bank.

(1) Blinding: The customer randomly chooses three integers m, u, and v such
that the integer « = (H(m)(t* + v*) mod n) is in Z:. The customer submits
the integer o to the bank.

(2) Randomizing: After verifying the identity of the customer through a secure
identification protocol, the bank randomly selects x such that (a(x* + 1)
mod ) is a QR in Z!. The bank sends the integer x to the customer.
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(3) Responsing: After receiving x, the customer randomly selects an integer b in
Z», and then computes ¢ = (b® mod n) and B = (8(ux + v) mod n). The cus-
tomer transmits f§ to the bank.

(4) Signing: After receiving f, the bank computes A = (8~ mod n) and derives
an integer ¢ in Z, such that

A= (a( +1)22)”" (modn) (5)

since it has p and ¢ [21,25]. The bank sends the tuple (¢, 1) to the customer and
deducts w dollars from the customer’s account. It is impossible for the attackers
to unblind 7 to form a valid e-cash without the blinding factor » which is kept
secret by the customer. Besides, the customer can verify if (fSa(x* + 1)4%) = 1
(mod n).

5.1.2. Paying

Since the blinding factor b can protect the e-cash against the theft attacks,
the customer does not need to perform the unblinding operation until the cus-
tomer has decided the merchant which she/he wants to pay.

(1) Ownership-attached unblinding: If the customer decides to pay the e-cash to
the merchant with identity e for the transaction with identity r, she/he ran-
domly selects an integer 5’ in Z and computes

/= (b)*F modn. (6)

She/He then derives ¢ = (0A(u —vx) mod n) and k = F(c||m). The customer
sends a payment request with (k,r,¢’) to merchant e. The merchant inputs
(k,r,t') to the device and then the device produces an output (¢’,y) such that
(4) is true. The merchant sends (z”, y) to the customer. The customer can verify
if (¢)'°(t'y*F(e||k||F(r||y)) = 1 (mod n). She/He performs the unblinding opera-
tion by computing

s = bb't" modn. (7)

This kind of unblinding is called the ownership-attached unblinding. The triple
(¢, m,s) is an e-cash valid only for merchant ¢ and transaction r, and it is said to
be an ownership-attached electronic cash. Note that if ¢; = ¢, (mod n), m; = mo,
and s; = s, (mod n), then (¢y,m;) = (c2,my) and (cy,my,s1) = (c2,M5,5,) in the
scheme.
(2) Transferring: The customer sends {(c,m,s),r,y} to merchant e.
(3) Verifying: After receiving {(c,m,s),r,y}, the merchant verifies it by check-
ing if
sF (e||F(c[|m)||F(rlly)) = H(m)(c* + 1) (modn). (8)
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The above verification process is called the ownership-attached verification.

(4) Forwarding: The merchant forms d = F(r||y) and sends {(c,m,s),d, e} to the
bank for the double-spending checking.

(5) Double-spending checking: After receiving {(c,m,s),d, e}, the bank exam-
ines whether the formula

s'F (el|F(c|lm)||d) = H(m)(c* + 1) (modn) ©)

is true or not. If true, the e-cash is correct. Then the bank searches its database
to check whether (¢, m) is distinct with each of the pairs stored in its database or
not. If true, the e-cash is fresh (not double-spent). Once the e-cash is correct
and fresh, the bank informs the merchant to accept this payment, and then
it stores the e-cash in its database and adds w dollars to the account of the mer-
chant with identity e.

In the proposed protocol, after performing the ownership-attached unblin-
ding, the merchant’s identity e and the transaction identity r have been
embedded into the e-cash, so that it is invalid for any payee other than e
and invalid for any transaction other than r even though the e-cash has been
thieved by the attackers. Hence, the protection mechanism can completely
protect the e-cash against the theft attacks during the transaction. It is also
shown in Fig. 5.

Attach
eandr

qiladl

Unblind Send Receive Send Receive
Verify Check
(e.mt)y | (e,ms) | (c.ms),ry ©ms)erny (c, m, s), F(Aly), e (c m, ), F(Hly),

H_/ H_/ N J AN J
Y g Y
In the merchant’s In the bank’s

In the customer’s
n the Interne
computer On the Int t computer On the Intemet computer

e : the identity of the merchant
r: the identity of the transaction

The parameters e and r have been embedded into the signature s.

—————————— : the e-cash may be thieved by the attackers

: the e-cash is protected against the theft attacks

Fig. 5. The theft attacks on an ownership-attached e-cash.
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6. Discussions

In this section, we discuss the correctness and security of the protocol pro-
posed in Section 5.

6.1. Correctness
Lemma 1 guarantees the correctness of the proposed protocol in Section 5.

Lemma 1. If {(c,m,s),e,r,y} is produced by the protocol of Section 5, (8) will be
true.

Proof. By (7), (4), (6), and (5), s'°
= (bb'")'* = (b0)"(¢)*F (el k|| F (rl])) "
= (b)) ((&)*2) " F (e||KI|F (1)) "
= b"%(” + 1) 7F (e||k||F (1)~
= b"H (m)(1® + v*) (x> + 1)b™"(ux + v) *F(e||k||F (r||y)) "
= H(m)(1 + (wx + ) (u — vx)*)F (el k|| F (r[|) "
= H(m)(1+ )F (e| k|| F(r|ly))”"
= F(e||F(c|m)|F(r|ly)) " H(m)(c* + 1) (modn).

Thus, we have that s'F(e| F(c||m)||F(r||y)) = H(m)(c* + 1) (mod n). O

6.2. Unforgeability

The unforgeability of the e-cash in the proposed scheme relies on the
unforgeability of the signatures in Fan-Lei scheme [8] and Rabin’s scheme
[21] with randomization factors.

If the attackers attempt to select a set {(c,m,s),e,r,y} such that (8) is true,
they must decide the values of {c¢,m,e,r,y} in advance. If they do not do so,
the forgery will fail since F and H are one-way. Let the attackers choose the
values of {¢,m,e,r,y} in advance. It is still computationally infeasible for the
attackers to derive s by (8) without the factorization of n because the integer
s is one of the 16th roots of (F(e||F(c||m)||F(r||y))~" H(m)(c* + 1) mod n) in Z:
[21].

Assume that the attackers have the device and attempt to forge a set
{(c,m,s),e,r,y} satisfying (8) with the help of the device. The attackers must
prepare the triple (k= F(c||m),r,t') as the input of the device where
(t)"*= H(m)(c* + 1) (mod n), and then obtain the output (¢’,y) and let
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s = ¢". However, they cannot compute ¢’ except that they can forge the signer’s
signature ((#)"' mod n) on (¢, m) in Fan-Lei blind signature scheme [8] of Sec-
tion 2.1.

Besides, if the customer forms {(c,m,s),e,r,y} and {(c,m,s’),e’,r',y'},
respectively, with the help of merchant e and merchant ¢’, respectively, the first
used one will be valid and the later used one will be invalid since it cannot pass
the double-spending checking.

The scheme is designed to protect the e-cash against illegally parties or
attackers. Therefore, we assume that the bank does not illegally remove or
modify {e,r} embedded in the e-cash during the transaction even though the
bank has the factorization of n.

6.3. Untraceability

Compared with the electronic cash protocol of Section 3, the extra informa-
tion attached to the e-cash is {e, F(r||y)} in the protocol of Section 5 from the
bank’s point of view. Clearly, the identity e of the merchant is known to the
bank after the e-cash is deposited into the merchant’s account even if e has
not been attached to the e-cash. The transaction identity r is selected or ran-
domly selected by the merchant and/or the customer to identify the transaction,
and it is meaningful to the merchant and/or the customer only. Therefore, the
attachment does not affect the untraceability or unlinkability of the e-cash.

Let the device record {e,k,r,y,t'} and send the set to the bank. Due to the
unlinkability of Fan-Lei scheme and ¢ = ((b’)*#* mod n) where b’ is unknown
to the bank, the bank cannot link {(c,m,s),e,k,r,y,t'} to t or the instance of
the withdrawing protocol which produced ¢. The untraceability property is still
guaranteed.

6.4. Robustness

In the protocol of Section 5, the blinding factor b is kept secret by the cus-
tomer for preserving the unlinkability of the e-cash. Before performing the
unblinding operation, the blinding factor can also protect the e-cash against
the theft attacks. After unblinding, the protocol produces an ownership-at-
tached electronic cash for merchant e and transaction r. If the e-cash is dupli-
cated, the duplicate cannot be paid to any payee other than e for any
transaction other than r.

7. Performance analysis

In this section, we will evaluate the performance of the proposed scheme and
make comparisons with the others.
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7.1. The computation cost

Typically, under the modulus n, the computation cost of a modular expo-
nentiation computation is about O(|n|) times that of a modular multiplication
where |n| denotes the bit length of »n [25]. The modulus 7 is usually taken at
least 1024 bits in practical implementation [15,25]. Besides, an inverse compu-
tation in Z, takes about the same time as that of a modular exponentiation
computation in Z;. The 4th-root, 8th-root, or 16th-root computation in Z; re-
quires the computation cost not less than that of a modular exponentiation
computation in Z; [21,25]. A random-number generation or a hashing compu-
tation does not take longer time than that of a modular multiplication compu-
tation in Z; [25]. Hence, the computation time consumed by the modular
multiplications, hashing operations, and random-number generations in all
of the presented protocols can be neglected as compared with the modular
exponentiation, inverse, 4th-root, 8th-root, or 16th-root computations under
a modulus with 1024 or more bits in these protocols.

In order to compare the proposed protection scheme with the others on per-
formance, we adopt a popular and widely used cryptosystem, the RSA crypto-
system [22], with a modulus whose length is roughly equal to |n| bits to
implement the encryption and decryption functions in the scheme of Section
4.1 and the signing and signature verification functions in the scheme of Sec-
tion 4.2. In the RSA cryptosystem, we need to perform one modular exponen-
tiation computation for each of the encryption, decryption, signing, and
signature verification operations [22]. Let the computation cost of a modular
exponentiation computation in Z; be 7.

7.1.1. The computation cost of the encryption-based protection scheme

Considering the protocol in Section 4.1, the additional computations are
two encryption and two decryption operations as compared with the bare elec-
tronic cash protocol in Section 3. In the RSA cryptosystem, it requires to per-
form four modular exponentiation computations for the two encryption and
two decryption operations. Therefore, the computation cost of the encryp-
tion-based protection scheme is about 47.

7.1.2. The computation cost of the signature-based protection scheme

In the protocol of Section 4.2, the parameters of the RSA cryptosystem,
including two distinct large primes and the public and private keys, must be
generated by the customer for each e-cash as compared with the protocol in
Section 3. Twice of prime generation consume the computation time much
more than performing two modular exponentiation computations [15,25] and
it requires an inverse computation to generate the public and private keys in
the RSA cryptosystem. In addition to prime generation and inverse computa-
tion, one signing and two signature verification operations are performed in the
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protocol for each e-cash as compared with the protocol in Section 3. Hence, the
computation cost of the signature-based protection scheme is much higher than
6T.

7.1.3. The computation cost of the proposed protection scheme

Consider the protocol in Section 5. We have designed an efficient algo-
rithm, i.e., Algorithm 1, in the Appendix A to compute one of the 8th or
16th roots of the inverse of a QR in Z; and we have also shown that the com-
putation cost of Algorithm 1 is about 7. To compute ¢ such that (5) is true,
we can perform once of Algorithm 1 with input (p,q,p’,q’,n,0,0) where 0 = 8
and ¢ = a(x* + 1)4*> mod n. To compute ¢ such that (2) holds, we can perform
once of a modified version of Algorithm 1 with modified Step 2: “compute
¢, = &7 mod p” and modified Step 3: “compute ¢, = o modg” where in-
put = (p,q.p’,q',n,4,a(x*> + 1)2> mod n). Hence, computing ¢ in the protocol
of Section 5 takes the same time as computing 7 in the protocol of Section
3. Thus, the additional computation in the protocol of Section 5 is the
computation of ¢/ as compared with the bare electronic cash protocol in
Section 3.

If y is chosen such that F(e||k||F(r||y)) is a QR in Z7, the device can perform
once of Algorithm 1 with input (p,q,p’,q,n,0,6) where 0=16 and
o = Fle|k||F(r|[»))(')* mod n, and then obtain the output ¢ and let ' = ¢
where (4) is satisfied. Since p = ¢ = —1 (mod 4), given a randomly chosen string
», the probability of F(e||k||F(r||y)) being a QR in Z; is about 1/4 [15,21,25].
Hence, the device must repeatedly randomly choose y and perform Algorithm
1 at least one time and at most four times to obtain correct ¢ such that
¢'%s =1 (mod n). It follows that the computation cost of the proposed protec-
tion scheme is between 7" and 4T.

Furthermore, only some additional modular multiplications, hashing com-
putations, and random-number generations are performed by the customer
in the proposed scheme, so the computation cost for the customer is much low-
er than T and the customer efficiency property is preserved. However, the com-
putation cost for the customer is much greater than 47 in the signature-based
protection scheme such that it is quite inefficient for the customer.

7.2. The communication cost

Since the communication traffic of the protocol in Section 4.1 is roughly
equal to that of the bare electronic cash protocol in Section 3, the communica-
tion cost of the encryption-based protection scheme is about 0.

The extra communication traffic of the protocol in Section 4.2 is the trans-
mission of H(r) and twice of the transmission of {S.,s.(H(r),e,s), Veasn embed-
ded in m} where V., contains the signature verification key and the
underlying modulus. Compared with the bare electronic cash protocol in Sec-
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Table 1
The comparisons of the three protection schemes

Encryption based Signature based Ownership-attached unblinding

Complete protection: No Yes Yes
The computation cost: 4T >>6T T~4T
The communication cost: 0 >4|n| 2.5|n| ~ 3|n|

tion 3, the additional communication cost of the protocol in Section 4.2 is
[H()| + 21 Seasn(H(), €,5)| + 2| Veagn| > [H()| + 2|n| + 2|n| > 4n] bits.

Compared with the protocol in Section 3, the additional messages transmit-
ted in the protocol of Section 5 are d, k, r, ¢/, t’, and two )’s where r being the
identity of the transaction, y being a randomly chosen string, |¢'| = |¢"| = |n],
and |d| = |k| =160 bits when we adopt the popular hash function SHA-1
[15,25] to implement F' in the protocol. In practical implementation, y can be
produced by performing a one-way hash function. Let y be generated by
SHA-1. The additional communication traffic of the protocol in Section 5 is
(|d| + |k| + |r| + 12| +|27] + 2[y]) = (160 + 160 + |r| + |n| + |n| + 320) = 2|n| + |-
r| + 640) bits as compared with the protocol in Section 3. Since we choose the
modulus » with 1024 or more bits and r is usually short, the communication
cost of the proposed protection scheme is between 2.5|n| bits and 3|n| bits,
i.e., 2.5n|<2n| + |r| + 640)<3|n|.

The comparisons of the two protection schemes shown in Section 4 and the
proposed scheme described in Section 5 are summarized in Table 1.

Although the communication cost of the encryption-based protection
scheme is lower than that of the proposed scheme, the encryption-based
scheme cannot completely protect the e-cash in the transaction including that
the merchant may cheat the customer of her/his e-cash in the encryption-based
scheme, just as the case shown in Section 4.1. The signature-based scheme can
provide a complete protection solution, but the computation cost of the scheme
is quite high, even for the customer. Not only does the proposed scheme com-
pletely protect the e-cash during the entire transaction but it is customer effi-
cient as well.

8. Conclusions

We have proposed a new unblinding operation, ownership-attached unblin-
ding, to produce a robust electronic cash against the theft attacks during the
entire transaction process. Compared with other protection mechanisms,
although the security hardware devices are required, the proposed scheme pro-
vides a customer efficient and completely secure protection solution for
untraceable electronic cash such that it is especially suitable for the situations
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where the computation capabilities of the customers are limited and highly se-
cure transaction environments are desired, such as mobile commerce or smart-
card transactions with macro payment. This is because that we successfully
integrate the protection mechanism into the underlying blind signature scheme
through the common modulus.
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Appendix A.  Algorithm 1.

Input = (p,q,p’,q',n,0,0), where 0 € {8,16}, p and ¢ being two distinct large
primes with p=¢ = —1 (mod 20), p’p =1 (mod ¢q), ¢'¢ =1 (mod p), n = pq,
and ¢ being a QR in Z).
Output = ¢, where ¢ is one of the 6-th roots of ¢! in Z, ie., o’=06"or
9’6 =1 (mod n).
Begin

Step 1: input (p,q,p’,q’,n,0,0).

Step 2: compute ¢, = ¢~ 1)~ ,);)1 mod p.

Step 3: compute ¢, = ¢@")=% modg.

Step 4: compute ¢ = (¢1q'q + @op’p) mod n.

Step 5: output ¢.
End.

Correctness of Algorithm 1
Since p and ¢ are prlmes e e (modp) and o5 = g7
(modg), i.e., ¢, =0 G (modp) and ¢, =0 5 (modgq) [15,25]. The integer
oisa QR in Z, so (¢ mod p) and (¢ mod ¢), relspectlvely, also are QR s in
Z, and Z, respectlvely, and we have that ¢= =1 (modp) and dr =1
(modg) [15,25], Thus, ¢} =0~= = (¢7')(c'T Y= (1) = ¢! (modp)
and @l=0"T =) = )(1) " =" (modq). As (¢ mod
p) = ¢, and (¢ mod g) = @,, it follows that ¢’=c"! (mod n) by the Chinese

Remainder Theorem [15,25].

The Computation Cost of Algorithm 1

Due to p = ¢ = —1 (mod 20), &' and %7, respectively, can be obtained by
performing 4-bit or 5-bit right-shift operations on (p + 1) and (¢ + 1), respec-
tively. Besides, both (p — 1) — ”“ and (¢ —1) — ‘”1 are positive integers. To
compute ¢, and ¢,, one modular exponentiation computdtlon in Z, and one

modular exponentiation computation in Z; are required. Since |p| + [g| = |n],
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the two modular exponentiation computations take nearly the same computa-
tion time as that of one modular exponentiation computation in Z;. Consider-
ing Step 4, it needs only several modular multiplications for the derivation of
¢. Hence, the computation cost of Algorithm 1 is about equivalent to that of a
modular exponentiation computation in Z7, i.e., T.
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