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E stablished as a federal offense
by the Identity Theft Act of
1998, identity theft is a crime

of fraud in which someone uses
identifying information from another
person to obtain credit, merchandise,
and services, or even to commit crim-
inal activities in the name of the vic-
tim. Not just an American problem,
it is, says Davis (2003), a concern in
the international community as well.
O’Sullivan (2004) and others have
raised the issue of whether the prob-
lem has been overstated. However,
after the release of an FTC survey last
year, little doubt remains that iden-
tity theft is widespread and is sweep-
ing the country like an epidemic.

Released in September 2003 and
based on telephone inquiries of
more than 4,000 adults, the FTC sur-
vey indicates that since 1998, ap-
proximately 27.3 million people have
suffered some form of identity theft.
During 2002 alone, almost 10 mil-
lion Americans were victims of it,
with an estimated cost of $48 billion
to businesses and $5 billion to con-
sumers. How much was the loss to

the average citizen or company for
the same year? The FTC reports an
average individual loss of about $500
and an average business loss of about
$4,800.

Of the victims in 2002, approxi-
mately 67 percent stated that their
existing credit card accounts were the
target, while 19 percent reported the
unauthorized and illegal use of
checking accounts. About 3.2 million
people learned that their personal
identifying information had been
used to open new bank and credit
card accounts. And about 2.5 million
believed that identifying information
had been obtained from lost or
stolen credit cards, checkbooks, or
social security cards. 

The FTC reports that identity theft
has been the number one consumer
complaint for the past several years.

It recorded nearly 162,000 such com-
plaints in 2002 alone. Further reports
indicate that the problem is growing
every year.

Now in response to this growing
problem comes the Fair and Accurate
Credit Transactions Act. Also known
as the FACT Act, it represents key
changes in the fight against identity
theft. Signed into law by President
Bush on December 4, 2003, the Act
amends the Fair Credit Reporting Act
(FCRA) of 1970, which regulates
credit report information. It also ex-
pands access to credit services and
improves the accuracy of consumer
credit information. Our concern
here, however, is with the large part
of the Act relating to identity theft.
The weapons it wields are detailed
below.

One-call fraud alerts

At the request of consumers or their
representatives, consumer reporting
agencies (CRAs)—commonly known
as major credit bureaus—are now
required to include fraud alerts in
consumer files. A requesting con-
sumer must assert a good faith suspi-
cion of having been or of becoming
a victim of identity theft. The fraud
alert notifies all prospective report
users that the consumer may be a
victim of fraud, including identity
theft. The statement must be pre-
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sented in a manner that is both clear
and conspicuous.

A duty is imposed on consumer
report users to honor fraud alerts.
They are not allowed to establish a
new credit line or extension of credit,
issue an additional card on an exist-
ing account, or increase the credit
limit on an existing account unless
they take reasonable steps to verify
the consumer’s identity. 

The CRA must provide the alert
along with any credit score generated
in using that file. This type of fraud
alert lasts up to 90 days. The con-
sumer or representative may request
removal of the alert prior to the expi-
ration of the 90-day period. However,
the agency must first receive proof of
the identity of the person making the
request. When the CRA places a
fraud alert in the file of a consumer,
the consumer is entitled to a free
credit report explaining what is in
the file and verifying the inclusion of
the alert.

Moreover, if the consumer or repre-
sentative contacts a CRA, such as
Experian, the CRA must inform other
CRAs that a fraud alert has been
placed on the file. The consumer will
no longer need to make multiple
phone calls to such agencies. One call
triggers notification to others—hence,
the term “one-call fraud alert.” How-
ever, the one-call method applies to
the initial placement of the alert in
the file, not to renewals.

Extended alerts

At the request of a consumer or rep-
resentative, an extended fraud alert
lasting up to seven years will be
placed in the consumer’s file, pro-
vided that an “identity theft report”
is submitted to the CRA. As defined
by the statute, the report alleges iden-
tity theft, is filed with the appropri-
ate law enforcement agency, and sub-
jects the consumer to criminal penal-
ties if the information is false. The
CRA must receive a copy of the offi-
cial, valid report.

During the five-year period from the
date of the request, the CRA must ex-
clude, or “opt out,” the consumer
from lists provided to third parties
offering credit or insurance as part of
a transaction that the consumer did
not initiate. The consumer does not
need to take any action to activate
this exclusion. However, he does
have the option or choice of request-
ing that the exclusion be rescinded
prior to the end of the statutory five-
year period.

As with a one-call alert, the contacted
CRA is required to inform other such
agencies that an extended alert has
been placed in the file of the con-
sumer. However, in the case of an
extended alert, the consumer is enti-
tled to two free copies of the credit
report each year.

Active duty alerts

Military consumers on active duty
have special provisions. Upon re-
quest, the CRA will place an active
duty alert in their files that lasts up
to a year, and will be required to
notify other CRAs of the alert. In
addition, the consumers receive a
two-year automatic opt-out from lists
provided to third parties by the CRA.
Like the above alert, this exclusion
occurs without the need for action
on the part of the consumer. The
consumer also has the option or
choice of requesting rescission of the
exclusion prior to the end of the
statutory two-year period.

Free credit report

Regardless of whether a fraud alert
has been placed in his file, any con-

sumer may request and obtain a free
credit report annually. This measure
provides greater access to credit in-
formation and enables consumers to
review the reports for inaccuracies
and inconsistencies, perhaps stop-
ping identity thieves before they can
do significant damage.

Truncation of credit 
and debit card account
numbers

Businesses are prohibited from print-
ing more than the last five digits of a
credit card or debit card number on a
receipt given to the cardholder at the
point of sale or transaction. They are
also prohibited from printing the
expiration date on the receipt. There
are some limitations to this provi-
sion, however. First, it applies to re-
ceipts that are printed electronically,
not to those written by hand or that
result from an imprint or copy of the
card. It also contains a three-year
phase-in period for older cash regis-
ters or other machines in use before
January 1, 2005.

Truncation of social 
security numbers

CRAs are authorized not to include
the first five digits of a consumer’s
social security number (SSN) in their
disclosures. The consumer must
make the request. This attempts to
prevent thieves from obtaining per-
sonal identifying information from
someone’s mailbox.

Social security numbers are of special
importance because of their identify-
ing value. Obtaining SSNs is a com-
mon means of stealing identities.
Individuals should be reluctant—
should even refuse—to disclose such
personal identifying information,
especially this number. Such was the
case in Menton v. Experian Corporation
(2003), in which the court held that
the plaintiff was required to provide
proper identification to the CRA in
order to obtain a credit report, but
the identification did not have to be
a social security number. 

CRAs are authorized not to
include the first five digits
of a consumer’s social
security number (SSN) in
their disclosures.
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Red flag guidelines 
and regulations

Banking regulators, along with other
appropriate authorities, are required
to establish guidelines and regula-
tions for financial institutions and
creditors in order to identify and
“red flag” possible instances of iden-
tity theft. These rules should identify
patterns, practices, and specific forms
of activity that indicate the possible
existence of such a threat. Thereafter,
in compliance with the guidelines
and regulations, each financial insti-
tution and creditor is required to
establish reasonable policies and
procedures to identify possible risks
to account holders or customers or
to the safety and soundness of the
business.

A card issuer is required to validate a
change of address request if the re-
quest is made within a short period
of time (such as 30 days) upon re-
ceiving a request for an additional or
replacement card on an existing ac-
count. Validation may be made by
notifying the cardholder at the for-
mer address or by using other rea-
sonable means.

If a credit or deposit account has
been inactive for more than two
years, the financial institution or
creditor is required to use reasonable
means to notify the account holder
of any sudden activity. This action is
designed to reduce the likelihood of
identity theft with respect to the
account in question.

Preparation of consumer
rights summary

The FTC, in consultation with bank-
ing agencies and others, is directed to
prepare a model summary of the
rights of consumers with respect to
procedures relating to fraud and
identity theft. Moreover, CRAs must
provide consumers with this sum-
mary as well as information on how
to contact the FTC.

Business record disclosure

Within 30 days of a request, a busi-
ness is required to provide to both
the victim and the law enforcement
agency a copy of the records of any
fraudulent transaction alleged to be
the result of identity theft. These
records are to be provided free of
charge. The business is entitled to
verification of the victim’s identity
and proof of the claim. Civil liability
is not incurred by a business for dis-
closures made in good faith. More-
over, this provision does not impose
any new recordkeeping duties on a
business. 

A request for records should be made
in writing by the victim and mailed
to the address indicated by the busi-
ness. If asked by the business, the

victim should include any known rel-
evant information about the transac-
tion in question, such as the date it
occurred, the account number, and
so on. In certain instances, a business
may decline to provide this informa-
tion, such as when it lacks confi-
dence in the true identity of the per-
son making the request, or believes
that facts relating to the request have
been misrepresented. 

Blocking

A CRA is required to block informa-
tion that a consumer believes is the

result of identity theft. The block (or
non-reporting) must be done within
four business days after receiving
proof of the consumer’s identity, a
copy of an identity theft report, the
identification of the information, and
a statement by the consumer that the
information does not relate to any
transaction he has made. Moreover,
the CRA must notify the furnisher of
the information of the existence of
the block. Law enforcement agencies,
however, will have access to blocked
information.

Under certain circumstances, a CRA
may decline to block information, or
may rescind a block. These circum-
stances include instances of error,
material misrepresentation by the
consumer, or consumer acquisition
of goods, services, or money as a
result of the block. 

Coordination

In an effort to coordinate identity
theft complaint investigations, all
CRAs must develop and maintain
procedures for referring any con-
sumer complaints to one another
alleging identity theft or requesting a
fraud alert or block. The FTC, in con-
sultation with other agencies, will
develop a model form and model
procedures to be used by consumers
for contacting CRAs and creditors. In
addition, each CRA will submit to the
FTC an annual summary report on
consumer complaints it has received
on identity theft and fraud alerts.

Repollution

Preventing the repollution of con-
sumer reports is a vital part of the
fight against identity theft. A term
commonly used in the field, repollu-
tion refers to reentering information
about identity theft into the credit
report of the victim after steps have
been taken to “clean up” or purge
the record of such information. Any-
one furnishing information to a CRA
has to set up reasonable procedures
for responding to notification re-
ceived from CRAs about identity

In an effort to coordinate
identity theft complaint
investigations, all CRAs
must develop and maintain
procedures for referring
any consumer complaints
to one another alleging
identity theft or requesting
a fraud alert or block.
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theft in order to avoid contaminating
the record again. If a consumer sub-
mits an identity theft report to a fur-
nisher, then the furnisher cannot for-
ward the information about the theft
to any CRA. 

Another prohibition included in this
section is that a person or business
cannot sell, transfer, or place in col-
lection a debt subject to a block
resulting from identity theft. An
exemption to this is the securitiza-
tion of debt or the pledging of a
portfolio of debt as collateral in con-
nection with borrowing.

Debt collectors

Debt collectors are required to notify
the third party for whom they work
that the debt may be the result of
identity theft. Upon request, they
must also provide the consumer with
information regarding consumer
rights and the handling of disputes
in debt collection.

Civil action

A legal action to enforce any of the
above provisions must be brought
within two years after the date the
plaintiff discovers the violation or five
years after the date on which the vio-
lation occurs, whichever is earlier.
CRAs are encouraged to maintain
records for at least six years.

T he subject of identity theft
raises many issues that exceed
our scope here. A separate arti-

cle would be needed to address them
properly. Examples of important re-
lated issues that might be discussed
in the future include, but are not lim-
ited to, the prevention and deterrence
of identity theft, the effect of the
FACT Act on e-commerce customers,
public awareness of the Act’s exis-
tence and application, and consumer
anxieties about identity theft. ❍
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